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I INTRODUCTION

“The use of torture and other prohibited forms of ill-treatment as a tool for obtaining
confessions is a dangerous paradigm that undermines broader peace-building efforts. Torture
does not work — it is an unreliable and ineffective tool for gathering accurate information.
Notwithstanding the destructive nature of such practices on long-term stability, torture is
illegal, immoral and wrong.”?

Purpose of Inquiry

This is a Report of my Inquiry into whether New Zealand’s intelligence and security agencies and
personnel knew of or were otherwise connected with, or risked connection to, the Central
Intelligence Agency (CIA) detention and interrogation of detainees between 17 September 2001
and 22 January 2009 (the CIA programme).? My Inquiry also considered the adequacy of the
agencies’ current policies and guidance materials, to ensure compliance with New Zealand'’s
domestic human rights law and its international legal obligations when cooperating with other
nations.

Reporting

2.

| have prepared a detailed classified Inquiry Report. | have consulted at length on that report
with the New Zealand Security Intelligence Service (NZSIS or Service) and the Government
Communications Security Bureau (GCSB or Bureau)(together, the intelligence and security
agencies or agencies) and other affected parties. | am not able to disclose publicly all of the
information that | obtained in this Inquiry.3

This public Report is a summary of that classified Report. It includes a summary of all factual
matters material to my Inquiry and all my findings and recommendations. It is consistent with
the full, classified Report which has been provided to the Minister responsible for the agencies,
the Directors-General of the intelligence agencies, the former Directors of both agencies for the
period covered by my Inquiry and other key Government agencies with responsibilities relevant
to the matters covered in this Report.

In the interest of informing the public | describe in this report, to the extent possible, the role
of the New Zealand intelligence and security agencies in supporting New Zealand military
involvement in Afghanistan and how that gave rise to a risk of involvement in the CIA
programme. | go on to consider whether and how the agencies had regard to that risk, in light

Office of the United Nations (UN) High Commissioner for Human Rights (UNHCHR) and UN Assistance Mission in
Afghanistan (UNAMA) Treatment of Conflict-Related Detainees in Afghan Custody: Implementation of Afghanistan’s
National Plan on the Elimination of Torture (UNAMA and UNHCHR, Kabul, 2017) at 12.

The Terms of Reference for the Inquiry are at Appendix A.

| am barred by law from disclosing information that, if publicly disclosed, would be likely to prejudice the entrusting of
information to the New Zealand Government on a basis of confidence; prejudice the continued performance of the
functions of an intelligence and security agency; or prejudice the international relations of the New Zealand
Government: Intelligence and Security Act 2017 (ISA), s 188.



of their legal obligations under New Zealand law and New Zealand’s international human rights
obligations.

The principal emphasis of my conclusions and recommendations is on how the risks implicit in
international intelligence-sharing and cooperation arrangements — particularly in the context of
providing intelligence support to military operations — can best be anticipated and, where
possible, mitigated. The Report’s section on Best Practice is addressed to this.

Background to the Inquiry

6.

On 9 December 2014, the United States Senate Select Committee on Intelligence published its
redacted Executive Summary of its Report into the CIA’s detention and interrogation of
detainees in the period between 17 September 2001 and 22 January 2009).*

The Senate Report provided new detail about the CIA’s treatment of suspected terrorists and
their detention. It described a system of secret CIA detention centres established in regions
across the world and the use of extraordinary rendition.> The Report provided considerable and
disturbing evidence about the torture and other cruel, inhuman, degrading treatment or
punishment (CIDTP) of CIA detainees. It described the CIA’s brutal interrogation techniques®
(called Enhanced Interrogation Techniques or EIT), its under-reporting of the number of people
subjected to harsh interrogation techniques, its misinformation about the effectiveness or
“success” of its programme and the transfer of detainees (by means of extraordinary rendition)
upon capture to secret prisons run by the CIA in various cooperating countries around the world.

Relevance to New Zealand intelligence and security agencies

8.

The Senate Report raised questions for my office as to whether New Zealand'’s intelligence and
security agencies knew of, or were otherwise connected to, the activities detailed in the Senate
Report, or to information obtained as a result of those activities. It also raised the broader
guestion of what steps are taken by New Zealand when cooperating with other governments to
safeguard against complicity in torture or implication in other wrongful acts.

Once | was aware that intelligence support was provided by the Bureau and the Service to the
coalition military forces in Afghanistan and, more broadly, to the counter-terrorism efforts of
New Zealand’s foreign intelligence partners, | was satisfied that there was a sufficient public
interest justifying the commencement of an own-motion Inquiry’ in order to answer the
guestions set out at paragraph 8 above. | adopted the same timeframe for my Inquiry as the US

United States Senate Select Committee on Intelligence Committee Study of the Central Intelligence Agency’s Detention
and Interrogation Program (December 2014) (Senate Report); Executive Summary available at
<https://fas.org/irp/congress/2014_rpt/ssci-rdi>. For completeness | note also the publication in December 2014 of a
report containing the Minority Views of several members of the Senate Select Committee on Intelligence and the
release in December 2014 of the June 2013 “CIA Comments on the Senate Select Committee on Intelligence Report on
the Rendition, Detention and Interrogation Program”.

See definition of “extraordinary rendition” in the glossary in Appendix E.

Senate Report, above n 4, at p 2.

This Inquiry was commenced under the Inspector-General of Intelligence and Security Act 1996 (IGIS Act),

s 11(1)(a) and (ca). The corresponding provision in the ISA is s 158.



10.

Senate Inquiry; that is 17 September 2001 to 22 January 2009. The specific terms of reference
for my Inquiry are at Appendix A.

The question of whether New Zealand’s intelligence agencies were connected to the CIA
programme and whether there were, and are, adequate safeguards against complicity in acts of
torture or CIDTP (including early alerts as to the possibility of legal or reputational risk) goes to
the heart of whether New Zealanders can have confidence that the GCSB and the NZSIS act
lawfully and properly.

Afghanistan and New Zealand involvement

11.

12.

13.

14.

15.

16.

The 11 September 2001 attacks in the United States (9/11) had an unprecedented impact on
the global security environment, including in New Zealand. In the aftermath of 9/11, the GCSB
and the NZSIS cooperated with other New Zealand government agencies and foreign
governments in the common goal® of disrupting and reducing the risk of terrorist attacks from
Al Qa’ida. There was intense pressure on military forces and intelligence and security agencies
across the world as they scrambled to understand and respond to the high risk of more terrorist
attacks being perpetrated against civilian populations.

New Zealand’s military involvement in Afghanistan began in December 2001 as part of
Operation Enduring Freedom (OEF); a coalition of international forces led by the United States
in response to 9/11. This international effort was based on the principle of collective self-
defence. OEF’s combat mission was focused on counterterrorism.

In parallel to OEF, the International Security Assistance Force (ISAF) was mandated by United
Nations Security Council Resolution 1386 as an international coalition to help the Afghan
government maintain security in Kabul and surrounding areas. The North Atlantic Treaty
Organisation (NATO) took the lead of ISAF on 11 August 2003.°

Both OEF and ISAF continued until 28 December 2014 when the three year transition period
process for transferring responsibility for security to the Afghan security forces was completed.

From 23 September 2003, the New Zealand Defence Force (NZDF) took command of the
Provincial Reconstruction Team (PRT) located in the town of Bamian, in Bamyan Province.

The New Zealand intelligence and security agencies provided assistance to military operations
in Afghanistan undertaken by the NZDF and the coalition forces and, more broadly, participated
in information-sharing with overseas intelligence agencies (including the CIA) to facilitate the
gathering of information about known or suspected terrorists. As part of the New Zealand
Government’s response, the GCSB provided intelligence support to the NZDF and coalition

Pursuant to Threats to international peace and security caused by terrorist acts SC Res 1368 (2001) and Threats to
international peace and security caused by terrorist acts SC Res 1373 (2001).

Previously, ISAF command rotated between different nations every six months. These countries included the UK,
Turkey, Germany and The Netherlands (in joint command).
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forces in Afghanistan.'® Also during this period, the NZSIS agreed to the secondment of an NZSIS
staff member to a partner agency on the basis that the staff member would then be deployed
to Afghanistan as part of that partner agency’s deployment.

Findings

17.

18.

It is important to state at the outset that | am satisfied that the agencies, the then Directors,
and individual agency staff members had no direct involvement in the CIA’s unlawful activities;
nor were they complicit in any unlawful conduct.

My specific findings include:
18.1. The NZSIS and the GCSB had no involvement with the CIA rendition®! of detainees.

18.2. The GCSB had no direct involvement with CIA detention of individuals. | found no
evidence that the GCSB'’s intelligence activities in-theatre and from Wellington assisted
or contributed to military chain-of-command decisions that led to the capture and then
detention of individuals by the CIA, but the nature of signals intelligence (SIGINT) activity
means GCSB involvement of that kind cannot be completely ruled out. In any event such
involvement would have been a step distant from any kind of direct involvement. | found
no evidence that the NZSIS was directly involved in the CIA programme in respect of
detention.

18.3. | found no evidence that GCSB or NZSIS personnel directly participated in or were present
at CIA interrogations. However, there is evidence that NZSIS and GCSB received
information from CIA detainee interrogations. In 2003, the Service provided questions for
the CIA to put to a detainee, and received intelligence reports in response. The agency
was not aware at the time that the detainee interrogations involved torture, although it
was known that the detainee was being held by the CIA in an undisclosed location. One
request from a GCSB staff member to attend an FBI detainee interrogation was declined
by the then Director.

18.4. Both the NZSIS and the GCSB maintained intelligence sharing and cooperation
arrangements with their partner agencies, respectively the CIA and the National Security
Agency (NSA),*? during this period.

18.5. GCSB did not adequately support its staff deployed in or otherwise engaged in intelligence
activity in respect of Afghanistan, nor provide them with any policies or procedures
relating to GCSB’s human rights obligations, and the role of civilians, in a military

10

11

12

The deployment of GCSB personnel to Afghanistan in support of New Zealand military deployments (and the GCSB’s
later intelligence support to Operation Watea) was classified information until announced by the Director-General of
the GCSB in his opening statement to the Intelligence and Security Committee on 20 February 2019.

The Senate Report looks at the totality of the CIA programme which involved, at various points, rendition, detention
and interrogation. This Inquiry too looks at each of those activities and possible New Zealand agency knowledge of or
involvement in them.

And with the knowledge that the NSA provided SIGINT, including that which originated with the GCSB, to the CIA.



19.

18.6.

18.7.

18.8.

18.9.

18.10.

environment working to support military operational objectives; NZSIS policies on human
rights obligations relating to foreign intelligence cooperation were also insufficient.

GCSB and NZSIS did not provide adequate “eyes on” supervision of staff deployed to
Afghanistan or seconded to a role in, or relating to, operations in Afghanistan.

The then Directors of GCSB and NZSIS and the agency staff had a low level of awareness
of the public allegations about the CIA programme, even after the middle of 2004 when,
on my assessment, there was sufficient information in the public domain to put them
clearly on notice and lead them to make their own inquiries and assessments.

The then Directors of GCSB and NZSIS did not at the time adequately identify the potential
legal and reputational risks for their organisations and the Government from engaging
with the CIA, as an intelligence partner, when the CIA was responsible for alleged (and
subsequently established) serious mistreatment of detainees. Thus the Prime Minister
and Ministers were not informed and enabled to make decisions about how to deal with
the risks in the context of New Zealand’s overall relationship with its foreign partners.

The NZSIS provided some intelligence to the CIA during the relevant period, although the
full extent of this was unclear (including to the Service itself). The Bureau did not have a
direct relationship with the CIA, however it has not been possible to identify whether any
intelligence reported by GCSB staff was used by the CIA on any occasion. In terms of New
Zealand holdings, both agencies received and retain intelligence reports arising from the
interrogation of individuals under the CIA programme, with the Service in particular
receiving a significant number. This material remains in the agencies’ systems.

Neither agency raised any concerns about the CIA programme with that agency or the
United States Administration more generally, either formally or informally.

The current Directors-General of the GCSB and NZSIS have clearly acknowledged their

leadership role in ensuring their agencies comply with New Zealand law and human rights

obligations recognised by New Zealand law, and they have provided the statement immediately

following for the purposes of this report. | have made detailed recommendations to the agencies

based on the findings made above. My recommendations are set out at the end of this report.



STATEMENT OF REBECCA KITTERIDGE, DIRECTOR-GENERAL OF SECURITY NZSIS, AND
ANDREW HAMPTON, DIRECTOR-GENERAL GCSB: 28 FEBRUARY 2019

As the current Directors-General of the Government Communications Security Bureau (GCSB) and the
New Zealand Security Intelligence Service (NZSIS), we wish to emphasise the commitment of the
agencies to complying with New Zealand law and human rights obligations recognised by New Zealand
law. This is fundamental to the agencies. Ensuring compliance is a critical responsibility of the
Directors-General in their capacity as agency heads as well as public service leaders. In addition, we
recognise that the agencies’ adherence to these obligations (and demonstration of this) is critical to
the authorising environment in which the agencies operate.

The leadership of the Directors-General plays a central role in setting organisational culture and
expectations. This drives the behaviour of staff and supports them to meet these obligations while
contributing to the protection of New Zealand’s national security and well-being. The importance that
we place on human rights is highlighted by not only the policies and processes of the agencies, but also
by our organisational values and the State Services Standards of Integrity and Conduct. Examples of
the organisational values that directly relate to human rights are Integrity and Courage for the GCSB,
and Self-aware and Courageous for the NZSIS. These require staff to act in a manner consistent with
obligations, even if doing so requires having a difficult conversation with an international partner.

Co-operation with a range of international partners is essential for the agencies to contribute to the
protection of New Zealand’s national security and well-being. The framework for this is set by the
Intelligence and Security Act and the corresponding Ministerial Policy Statements (MPSs) which the
agencies welcomed in 2017. The framework, set by Parliament and the responsible Minister, allows
information sharing with foreign partners under particular conditions that observe human rights.

The level of co-operation with international partners reflects the closeness of the relationship, with
human rights assessments setting the parameters for information sharing. The agencies share
information with partners based on need and the ability to obtain the required level of assurance
regarding the use of that information. On occasion, the agencies only share intelligence with foreign
agencies where specific caveats have been applied to ensure that human rights obligations are met.

The Directors-General have overall accountability for agencies’ relationships and level of co-operation
with international partners. The Directors-General are responsible for conveying to these international
partners the New Zealand Government’s position on, and obligations of the agencies with respect to,
human rights. It is incumbent on the Directors-General to ensure that those representing the agencies
accurately represent this position and relevant obligations.

These factors serve to highlight the seriousness with which the Directors-General take human rights
obligations of the agencies. Meeting these obligations has been and will continue to be a key focus of
ours.




Il WHY DO THE ISSUES IN THIS INQUIRY REMAIN IMPORTANT?

Torture is unlawful

20.

21.

22.

23.

24.

Torture is prohibited in New Zealand law, in the law of other countries and at international law.
At international law, the prohibition is absolute and non-derogable. The New Zealand
Government’s commitment to the prohibition has been expressed as “a long-standing and
strong opposition to the use of torture, cruel, inhuman or degrading treatment or punishment
(including the death penalty) in all cases and under all circumstances, including in response to

threats to national security”.*®

The prohibition of torture has direct and practical implications for the conduct of national
intelligence and security activities especially in relation to intelligence cooperation with
overseas agencies.

Since 9/11, States that had a connection with the CIA programme of detention and
extraordinary rendition have been subject to intense scrutiny about the degree to which they
may have been implicated in the CIA’s abuse of detainees and their renditions. Across
international and domestic jurisdictions, there have been police inquiries into the actions of
intelligence agency personnel; inquiries by intelligence oversight bodies including the UK
Intelligence and Security Committee (UK ISC), a committee of the UK Parliament;** and domestic
and international court cases. Steps have been taken to hold not only States, but also
individuals, legally accountable for complicity in torture and CIDTP.

The experience of other jurisdictions, including New Zealand’s closest intelligence partners,
demonstrates how real the risks are of being challenged, and held accountable for torture (and
CIDTP) or complicity in such activities unless there are clear national standards and operational
guidance in place.

Intelligence cooperation, including the sharing of intelligence, is of very significant value to New
Zealand’s national security.’ But, as experience shows, it comes with risks (which go beyond
legal risks to include matters such as reputational risk to the Government) that must be
identified and acknowledged, rigorously assessed, and, where possible, managed.

13

14

15

MPS Cooperation of New Zealand intelligence and security agencies (GCSB and NZSIS) with overseas public authorities
(September 2017)(MPS Overseas Cooperation) at [22].

The UK ISC has produced two recent reports: Detainee Mistreatment and Rendition: 2001-2010 (HC 1113, 28 June 2018)
and Detainee Mistreatment and Rendition: Current Issues (HC 1114, 28 June 2018).

Sir Michael Cullen and Dame Patsy Reddy, Intelligence and Security in a Free Society (G.24a, February 2016) (Cullen &
Reddy) at [4.27].



25.

26.

10

The political and legal circumstances leading to the development and implementation of the CIA
programme provide a salutary “case study” in warning signs'® that indicate a risk that
compliance with international law may have become compromised. It demonstrates that
observance of these standards by our closest overseas intelligence partners cannot be taken for
granted. While litigation arising from the CIA programme has occurred in other countries, to
I*” has been held accountable for the
human rights violations committed by the CIA programme. Lack of legal accountability for

date no US elected representative or government officia

human rights breaches is a recognised risk factor'® in assessing the human rights record of a
country.

Clearly stated principles and policy reflecting the gravity of the prohibition against torture will
help to ensure that in times of international pressure to cooperate against significant threats to
security, there is clarity particularly for those involved in operational decisions about the lines
New Zealand will not cross.

16

17

18

In the United States context, some of the warning signs | identified from an analysis of the development of the so called
“Torture Memos” and relevant commentary were: the publicly-expressed views of those holding executive power
about the legality and/or effectiveness of torture; indications of intra-government secrecy and selective consultation
rather than appropriate consultation with officials accepted as having the requisite subject-matter expertise; the risk
of the executive assuming expansive powers; and the lack of congruency between governmental assurances and
publicly available counter-factual evidence. Subsequently, the lack of accountability of those against whom credible
and, in some cases, confirmed allegations of torture have been made, indicates an ongoing need for caution. See Justice
Department’s Office of Professional Responsibility Investigation into the Office of Legal Counsel’s Memoranda
Concerning Issues Relating to the Central Intelligence Agency’s use of “Enhanced Interrogation Techniques” on
Suspected Terrorists, 29 July 2009; Interview of Lawrence Wilkerson, Chief of Staff to Colin Powell Secretary of State
(Steve Inskeep, National Public Radio on Morning Edition, 3 November 2005) transcript provided by National Public
Radio; Jane Meyer “The Memo. How an internal effort to ban the abuse and torture of detainees was thwarted”, The
New Yorker, 27 February 2006 at page 13; US Department of Justice Office of Legal Counsel Memorandum for Alberto
R. Gonzales, 1 August 2002 at Parts Il and IV; The Special Rapporteur, United Nations Human Rights Office of the High
Commissioner, Geneva, (press release, 11 December 2014).

For example, in the current US context, see Matthew Rosenberg, The New York Times, online ed, New York, 2 February
2017. 1 note for completeness that a government (CIA) contractor was convicted of felony assault, after severely beating
a detainee on a US base in Afghanistan in 2003. The detainee died the next day. See The New York Times “C.I.A.
Contractor Guilty of Beating Afghan” (18 August 2006). The activities of the CIA were also subjected to a 2004 review
by the CIA’s own Inspector-General (whose report was later released in a heavily redacted form).

See the section on Best Practice later in this report.
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Il CHRONOLOGY OF RELEVANT EVENTS

27.

In reaching the findings in this Inquiry, | had to make a judgement as to whether it was
reasonable to conclude that reports in the public domain about the CIA’s use of rendition and
torture on detainees were sufficient in number, had sufficient credibility, and carried enough
weight, to put the agencies’ Directors on notice to independently inquire and assure themselves
about what the CIA was doing and what impact it might have on their agencies. In my view they
should have done so; | acknowledge that in their view making their own inquiries would have
jeopardised receipt of intelligence relevant to New Zealand’s security.’ | determined it was
reasonable to identify such a time, and | took a conservative approach to that assessment. In
my view this tipping point was reached by mid-2004, at the latest. A chronology of relevant
events is at Appendix B. It includes information about a range of matters relating to the period
(2001-2009) and subject matter covered by this Inquiry, including: significant events (some of
which were not publicly known at the time); and reports and publications that were in the public
domain. While the Chronology sets out key events and the most relevant publications, it is not
an exhaustive record.

IV THE ROLE OF GCSB AND NZSIS STAFF IN RESPECT OF AFGHANISTAN

28.

29.

30.

31.

This section will examine, in turn, the GCSB'’s and the NZSIS’S support to military operations in
Afghanistan during the time period subject to this Inquiry. In contrast to the support provided
by the GCSB, the NZSIS had only one officer deployed to Afghanistan during this period.

The information in this section is drawn from interviews of GCSB staff and the NZSIS staff
member who were involved in providing this support. Staff also provided us with additional
documents and we carried out extensive searches of the GCSB’s and the NZSIS’s information
systems. | provide, with as much detail as is consistent with national security constraints, a
summary of the work carried out by staff of the agencies and the supporting structures and
processes that were in place. However, | am not able to describe where interviewed staff were
deployed and their particular roles in providing intelligence support to the coalition forces.

In order to assess whether the agencies or their personnel knew of or were otherwise connected
with, or risked connection to, the activities discussed in the US Senate Report, we sought a range
of information to ensure that we accurately understood the various roles undertaken by staff
and where they were positioned in the organisational contexts in which they worked. Often, in
the case of GCSB staff, they did not know who would ultimately be using the intelligence they
collected, or for what purpose and because of this it was not possible to consider the particular
issues of this Inquiry in isolation from a fuller understanding of the context involved.

The organisational focus of the Inquiry was on the adequacy of the support provided by the
agencies to their staff in relation to legal risk, particularly the risk of contribution to, or

19

Further discussed in part V of this report.



32.

12

association with, any human rights breaches. | thought it important to obtain the staff
perspective on this. | have commented in this report on matters arising from those interviews
that were illustrative of the legal complexities of providing support to military operations. These
issues indicated the extent to which staff understood the relevant legal frameworks as they
carried out their various roles in a coalition environment and therefore the extent to which they
would have been in a position to identify a risk of being caught up in or connected to actions
involving grave human rights breaches.

The systemic deficiencies identified in the supporting organisational frameworks do not
undermine the quality of the professional contribution provided by GCSB and NZSIS staff.
However, neither agency?® had adequate policy or procedures in place or provided sufficiently
specific New Zealand training on human rights obligations to ensure that their staff understood
the relevant legal framework and its possible “in theatre” application to their work while
deployed or seconded. Related to this, | was concerned that there was limited scope (aside from
the deployees’ written reports) for the GCSB and NZSIS to provide effective oversight of their
deployed and seconded staff activities especially for those who did not have a military
background.

GCSB CIVILIAN SUPPORT TO MILITARY OPERATIONS IN AFGHANISTAN

Introduction

33.

34,

Part of the lawful exercise of GCSB’s statutory functions was and remains to support New
Zealand Defence Force operations, and this included New Zealand’s military involvement in
Afghanistan. At the relevant time GCSB staff were deployed to support the Afghanistan mission,
and the support GCSB provided to that mission included providing both intelligence and
information assurance services. Such support properly falls within GCSB’s mandate. During the
period subject to this Inquiry, GCSB personnel were sent to various locations in Afghanistan, and
seconded to SIGINT partner agencies in support of the coalition forces’ efforts in Afghanistan.
Intelligence support for the NZDF and coalition forces was also provided from Wellington. At all
times GCSB staff retained their status as civilians.

Details about the work carried out by GCSB deployees helped us to identify, for example, the
particular risks linked to operations where the objective was to kill or capture enemy
combatants. It was possible that intelligence supplied by a GCSB staff member might have
resulted in, or contributed to, the capture of targets and their detention by the CIA. Another risk
that emerged and was not foreseen at the start of the Inquiry was that if staff were supporting
operations run by a foreign military force that had different Rules of Engagement (ROE) 2! from

20

21

The one NZSIS staff member deployed in Afghanistan was there as a secondee to a partner agency which did have
appropriate policies, procedures and training. However, as the secondee remained an employee of the NZSIS during
this period (see paragraph 101 below), guidance on relevant NZSIS’s policies and procedures should have also been
provided.

New Zealand Defence Doctrine Publication Rules of Engagement NZDDP-06.1 (second edition) defines ROE as “... orders
issued by the highest level of military command that specify the circumstances and manner under which force will be
used in the execution of the mission.” Letter of GCSB and NZSIS to IGIS, 5 October 2018, para 24, explains, citing NZDDP-
06.1, page 3, that “ROE direct members of the Armed Forces as to when they may or may not use force against persons
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the NZDF, it was possible that they were supporting operations that the NZDF would not
consider lawful under International Humanitarian Law (IHL). However, there was no way to
verify any direct connection with possible human rights breaches committed by a coalition
partner. What we describe in this Report are situations which had the potential to risk
connection to human rights breaches.

Legal basis and organisational arrangements for GCSB deployments to Afghanistan

Government authorisation

35.

The GCSB has been unable, to date, to provide the Inquiry with a complete set of Government
authorisations covering the deployment of GCSB staff to Afghanistan. This is a surprising and
significant gap in the record of official authorisation.

Arrangements with NZDF

36.

37.

The GSCB and NZDF entered into a memorandum of understanding (MOU)> which
acknowledged the GCSB’s mission and the willingness of the NZDF to provide appropriate
assistance to GCSB deployed staff, “without such assistance causing detriment to wider NZDF
operations”. The NZDF support included logistic and welfare support and in-theatre force
protection. GCSB staff were deployed as civilians and remained “under the command and
control” of the GCSB. GCSB staff were not to be armed. The GCSB was also responsible for all
legal aspects of the GCSB deployments.

A Wellington—based position was formalised?® in May/June 2007 to support these
arrangements. A Senior Military Advisor role was established as a joint GCSB/NZDF position
(held by one person) with the goal of ensuring good coordination between the GCSB and the
military. In relation to deployed GCSB staff, the Senior Military Advisor’s function was to assist
civilian personnel to go through the necessary NZDF processes to ensure their preparation for
deployment and their safety once deployed. The appointment of the Senior Military Advisor
also enhanced the suitability of the arrangements in place for deployees as improvements were
made based on the feedback received from returning deployees. Later deployees interviewed
were grateful for the structured pre-deployment process that was set out for them.

GCSB authorisation

38.

Each staff member was provided with a GCSB deployment directive setting out a brief
description of their role in Afghanistan, pre-deployment training instructions and a welfare
support plan. This document was stated as providing “GCSB authority and Director’s guidance
in order to successfully deploy [name] in the role of [title].” It listed in detail the range of actions
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or property, and detail the authorised level of any such force.” NZDF’'s ROE are endorsed by the Minister of Defence,
approved by the Prime Minister, and issued as orders by the Chief of Defence Force (NZDDP-06, preface). It should be
noted that governments may authorise different national positions for the use of force or engagement that are entirely
consistent with IHL.

Memorandum of Understanding between the NZDF and the GCSB Concerning Assistance to the GCSB Mission in
Afghanistan signed by “BR Ferguson, Chief of Defence Force” and “WH Tucker, Director, GCSB” (30 January 2006).
Prior to this appointment, GCSB senior staff carried out these functions.
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that had to be completed prior to deployment and referred to the intent to provide
“comprehensive and appropriate training” and appropriate support.

In relation to their association with military forces, the deployment directives instructed staff
not to wear the military uniform of New Zealand or any other country whilst deployed and noted
they were to undertake a basic New Zealand Police weapons familiarisation course.?* The
directives placed responsibility on the GCSB legal advisor to ensure that all deploying employees
were aware of the “New Zealand legal limitations placed upon them regarding carriage and use
of weapons as a civilian”.

Staff carrying out SIGINT functions in Afghanistan were expected to comply with and oversee,
where applicable, the implementation of New Zealand Signals Intelligence Directives (NZSID).
These Directives provided mandatory guidance for all SIGINT activities.?

GCSB deployees, especially those in more senior roles, were given considerable scope to shape
their roles, according to their particular skills, experience and preferences and the changing
needs of the NZDF and New Zealand’s coalition partners in Afghanistan and the missions of OEF
and ISAF. The then GCSB Director advised in April 2015 that “those deployed had a significant
degree of freedom/discretion as to the scope of their role and what exactly they did in-theatre.”
The weekly staff reports provided a degree of transparency about how staff were shaping their
roles.

Civilian GCSB staff working in Afghanistan within the coalition forces

42.

43.

Deployed Bureau staff worked in a war zone. Some worked closely with NZDF and others were
more spread out among coalition partners. They all worked as civilians in military environments
where they received daily tasking in order to support military objectives. These staff had the
technical expertise to carry out the tasks involved but they had to learn how to use their
expertise in relation to a military tactical environment.

Because of the time period covered by the GCSB deployments, some staff worked to OEF
command and its ROE and some to ISAF command and its ROE.

Selection of deployed personnel

44.

45.

The earliest GCSB staff deployed were chosen partly because of their previous military
experience. Into the second year, a process was established where selection was based on
broader merit grounds (including technical competence, health and personality factors) and
there was a formal interview of candidates. Applicants were provided with a basic position
description. Prior military experience was not determinative but was a positive factor.

One interviewee thought that the role required someone who was able to interact with military
personnel and stand up for themselves, was physically fit, had mental fortitude (particularly to
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The opportunity to attend weapons familiarisation training, given by the NZ Police, was not provided until 2007.

GCSB is known in the intelligence world as a SIGINT agency. That is, it collects and disseminates “signals” intelligence.
In contrast, the NZSIS is known as a HUMINT agency. Its focus is on the collection and dissemination of intelligence
from human sources.
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see and read reports about attacks) and the patience to persevere. Another said that the GCSB
was looking for people who were prepared and able to look after themselves. These
characteristics make sense and we found no evidence that GCSB deployees lacked them; we
found to the contrary. In addition, they had relevant technical skills and experience and were
able, at times, to introduce useful innovations which were appreciated by the coalition forces.

Comment

46.

47.

| consider that the GCSB exercised good judgement in its selection of individuals during the
period relevant to this Inquiry. The expertise and temperaments of the deployees stood the
GCSB in good stead. We saw no reports of missteps by the deployees who, to a large extent,
had to find their own feet in roles which were not defined in any detailed way and, for some, in
an unfamiliar military environment. Deployed staff showed initiative in developing good
relationships with their international colleagues and using their expertise to make valuable
contributions to the work at hand. The Inquiry reviewed documents supporting this assessment.

Having said this, a number of those interviewed also expressed the view that the GCSB relied
heavily on their common sense while providing little written instruction, particularly in relation
to the ambit of their jobs and the legal and policy basis for their roles.

Work environment for GCSB staff deployed to Afghanistan

48.

49.

50.

51.

Some deployed GCSB staff, with no military background, were placed in roles where they were
embedded with an overseas coalition partner without any other New Zealanders working
alongside them who were experienced in working in a combined joint forces environment. Their
workplaces had video feeds, showing close to real time, “kill or capture” military operations
against High Value Targets (HVT). While one early staff report back to GCSB Wellington warned
that this could be a highly stressful experience especially if it involved civilian deaths, the general
consensus among deployed interviewees was that the NZDF training they had undergone had
provided some insight into what to expect in a combat zone. None of the staff interviewed who
worked in an environment where there were video feeds of live military operations stated that
this was of concern to them.

A number of interviewees recalled debriefings, either with a psychologist or a more general
debriefing, but we were not able to confirm that there was a systematic practice of psychological
debriefing for all those who were deployed to Afghanistan.

Some GCSB deployees provided support to both non-kinetic targeting and kinetic targeting
operations. Non-kinetic targeting related to the targeting of individuals and groups to
understand their capabilities, intentions and activities that posed a threat to NZDF operations
or were relevant to broader New Zealand force protection or foreign policy interests.

“Kinetic targeting” was described as the physical strike on a target such as a missile attack.
“Dynamictargeting” involves tracking an HVT in “relative” real time. Dynamic tracking may serve
arange of intelligence purposes, including supporting both the non-kinetic and kinetic targeting
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processes. Staff reports from Afghanistan to Wellington described work carried out in
monitoring targets.

Labelling an individual®®

as an HVT was a means of prioritising targets who were placed by
military command on the Joint Prioritisation Effects List (JPEL). There was a strict legal threshold
for placing targets on the JPEL as they had to meet the legal definition of being a “direct
participant in hostilities” (DPH). This involved detailed target vetting and validation processes
to ultimately ensure compliance with the Commander’s objectives, the Law of Armed Conflict?’

(LOAC), ROE, and relevancy of the proposed target within the target system.®

Usually the regional commands and special forces would identify HVTs from their own
intelligence and forward a request (and profile/target pack) up the military command structure
for permission to have an individual included as an HVT on the JPEL. The decision to place an
HVT on the JPEL was a separate decision from specific decisions involved in particular capture
and kill kinetic actions.

GCSB staff interviewed were clear that, as civilians, they were not part of the military decision-
making process to allocate resources to carry out kinetic targeting although they provided
information that informed these decisions. It was pointed out to us that the role of SIGINT was
to provide good quality information which the military command could take into account, along
with all other relevant information, in making a decision to authorise the use of force. Those
interviewed observed the military following a rigorous process before the capture or killing of a
target was approved, including positive voice identifications, visual identifications, and
collateral damage assessments, often on the advice of military lawyers. The actual
implementation of a kinetic targeting decision was carried out by special forces and that process
itself was subject to a number of authorising steps and restrictions.

Concerns expressed by deployees

55.

56.

Although GCSB deployees demonstrated a commendable degree of resilience living and working
within a military environment, at interview they consistently expressed a criticism about the
lack of preparation for working as civilians within a military environment. A number interviewed
described the GCSB as “naive” in its lack of explanation of how they, as civilians, were to
contribute to military objectives.

One interviewee commented that the NZDF training did try to explain what people should
expect in a combat zone. However, in hindsight it would have been helpful to have more robust
support around what he could and could not do, and what it meant to be a New Zealand
government official in a JPEL meeting. He noted that a deployed civilian from another country
with whom he worked had very clear guidance on what was expected, even down to where he
could and could not travel. This person also asked to be removed from some pieces of work
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Usually key insurgent leaders.

The Law of Armed Conflict is known today as International Humanitarian Law (IHL). Because staff referred to it as LOAC
we have used this term for the purposes of this part of the Report.

Unclassified briefing to the US Joint Chiefs of Staff, Joint Targeting Cycle and Collateral Damage Estimation
Methodology (CDM), General Counsel (10 Nov 2009).
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because of their national constraints. One GCSB deployee expressed his belief that certain US
practices regarding kinetic targeting did not provide a model to follow.

Another suggested that a clear legal and policy basis for their participation in support of military
operations would have been beneficial.

One interviewee said that they would have appreciated more advice about kinetic targeting
given the deployee’s role in undertaking dynamic targeting in support of the military kinetic
targeting. Another said that, with hindsight, it would have been a good idea to have some
comfort around how the “products” they were involved with were being used. It was less of a
problem if the targeting work did not relate to kill or capture missions.

One interviewee thought that the GCSB was “profoundly naive” about the implications of
deploying someone into a role in support of the military targeting process that would involve
them contributing to kill or capture missions. He was aware of contributing to a system which
supported a number of government agencies, military and non-military groups. He believed that
some of these agencies were not operating under conventional rules of engagement. There was
no training on how to operate in a combined joint environment or on how to navigate the moral
ambiguities inherent in counter-insurgency operations.

Comment

60.

Of those deployed to Afghanistan from the GCSB, many had no military background and they
were placed in roles where they operated without any direct New Zealand support from
experienced officers, in a complex combined joint forces environment. Some expressed
awareness that there were different rules of engagement between OEF and ISAF and what that
might mean when carrying out an attack against a HVT in terms of the acceptable level of
collateral damage. But they were not provided with an explanation about how they stood in
relation to the different ROE. Essentially they were reliant on the direction of their Officers in
Charge (OICs), who were not New Zealanders. One interviewee expressed the view that if any
process involving a deployee had “gone off the rails”, the GCSB would have been “dragged along
with it”. As far as we were able to ascertain, this did not happen but some interviewees voiced
concern that they were unknowingly exposed to this risk particularly with regard to kill or
capture missions.

Other GCSB roles in support of military operations in Afghanistan

61.

In addition to those who were deployed to Afghanistan, there were some GCSB staff who
provided support to coalition forces from a distance.

Secondees and liaison officers

62.

Secondee placements were seen as providing mutual benefit to the overseas intelligence
partner agency and the GCSB. The secondees brought their skills, knowledge and experience to
the work of the partner agency and, in return, acquired knowledge that they could bring back
for use at the GCSB. More broadly, secondments were seen as a way in which to maintain and
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expand relationships with overseas counterparts, increase GCSB’s credibility as a SIGINT
organisation, and identify opportunities to improve the GCSB'’s collection capabilities.

A very small number of GCSB staff seconded to partner SIGINT agencies worked, during their
secondments, in support of the coalition forces in Afghanistan. Their day to day work involved
tasking for the partner agency and within the partner agency’s legal and human rights
compliance frameworks. Their work included providing intelligence in support of kinetic
targeting.

Secondees could also contact more senior GCSB staff posted as liaison officers with partner
agencies. Part of the role of GCSB liaison officers was to meet regularly with secondees and
provide support. The liaison officers interviewed did not recall a secondee raising an issue about
the nature of the work they were involved in or recall any personal concern about the nature of
a secondee’s contribution.

One GCSB secondee was deployed to Afghanistan by the partner agency during their
secondment for the purpose of supporting the establishment of intelligence-gathering
capabilities and processes. They were not involved with producing intelligence in support of
military targeting. Pre-deployment training was provided by that agency, which the secondee
considered to be very thorough. This deployment was approved by the GCSB which retained
general oversight of the secondee. The secondee was expected to keep in contact with the
appropriate GCSB managers including the relevant liaison officer.

GCSB Wellington

66.

67.

In mid-2006 a team was established at the GCSB Wellington to also provide support to the New
Zealand Government’s objectives in Afghanistan. It focused on providing intelligence support to
the NZDF and PRT in Bamyan Province. It identified potential security threats for the PRT. It
mapped out the proposed work against the then New Zealand Government Foreign Intelligence
Requirements and relevant ISAF priorities.

During the period covered by this Inquiry, the focus for intelligence reporting seemed to be
mainly on factors affecting regional and local security, including the risks posed by local
insurgents.

Legal risk: preparation and safeguards

68.

In assessing the adequacy of support provided to GCSB deployees, we were interested in the
nature of the training they received, particularly in relation to any legal risks. These could arise
by Bureau personnel being drawn, by their work in supporting the military activities of coalition
forces under OEF and ISAF, into areas of operation that carried a risk of being in breach of New
Zealand’s legal obligations. The importance of such training was underscored by the fact that,
apart from those who worked within a NZDF environment, deployees were embedded within
the US and later ISAF military forces, subject to their management and reporting structures and,
in many instances, contributing to the intelligence picture that informed kinetic targeting
decisions. What did staff know about LOAC and the New Zealand ROE? Did they know of any
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New Zealand Government restrictions?® on military activities and did they have sufficient
knowledge to recognise situations that potentially could have raised legal issues? Did staff need
to know about these matters? Were they clear about the institutional position on staff carriage
of weapons?

Interviewees described, to the best of their recollection, the preparation they received before
deploying to Afghanistan. In addition to the interviews of nine staff deployed to Afghanistan we
found a number of end-of-tour reports written by deployed staff who were not interviewed.
These reports also provided information about pre-deployment preparation.

| set out below what we found in respect of four areas where we expected to find evidence of
GCSB support to deployees: GCSB legal briefings, training on relevant LOAC and ROE, human
rights policies and procedures and supervision.

GCSB legal briefings to deployees

71.

72.

73.

Those working in support of the armed forces in Afghanistan should have received a clear
explanation of the legal and policy basis for their deployments/secondments. A number of
interviewees noted this omission.

It is not clear, from the GCSB records or interviews, what direction or advice was given by GCSB
about issues and decisions that a civilian might face deployed within the complex coalition
forces environment. Most deployees recollected having a meeting, before deployment, with
either the Director GCSB or a member of the Senior Management team, about the GCSB'’s
expectations in terms of behaviour and, in two cases at least, they were asked if they were
“okay” with producing SIGINT products resulting in death. A number of interviewees could not
recollect receiving any GCSB legal briefing before deployment but, given the passage of time,
this does not establish they did not receive it. However, we found no record of briefings having
occurred.

We considered the implementation of the directive that prohibited the carriage and use of
weapons.®® | expected that the instructions around this would be clear. We found they were
clear to the extent that most interviewees believed that they were strictly forbidden to carry
weapons at any time. What they were unsure about was the subsequent instruction that
deployees were required (from 2007) to undertake weapons familiarisation training provided
by the New Zealand Police. The purpose of the training was to ensure that deployees would
know how to use weapons in self-defence or at least be able to make a weapon safe so that
they did not inadvertently injure themselves or anyone else. The uptake of training among those
interviewed was very limited perhaps due to some confusion about the legal framework for
civilians and the carriage and use of weapons.
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These can be called “national caveats” and are usually contained within the Rules of Engagement as either limitations
on (also known as “yellow-card restrictions) or prohibitions of (also known as “red-card” constraints) actions of armed
forces.

See para 39 above.
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GCSB legal briefings for secondees and liaison officers

74.

GCSB staff seconded to partner agencies and liaison officers did not receive training on potential
legal risk or “no go” areas for New Zealanders in relation to military operations. While most of
the secondees were not involved in work relating to the military forces in Afghanistan, a few
were. These secondees were in a not dissimilar position to those who were deployed to
Afghanistan as they too were working to further the objectives of coalition forces.

Comment

75.

76.

Those deployed to work with coalition forces in Afghanistan and elsewhere should have
received New Zealand-specific legal briefings on the legal framework relevant to military
operations even if they also received useful and thorough training from seconding agencies.
That training did not obviate the responsibility on the GCSB to provide a New Zealand
perspective on the LOAC and other human rights obligations.

| note that some partner agencies may choose to arm their non-military personnel. | would
expect to see evidence from any New Zealand intelligence agency that the implications of
seconding their staff to carry out work in support of the partner agencies’ military forces (albeit
in coalition with New Zealand) were considered and evaluated prior to any future secondment.
This would likely involve New Zealand-specific legal briefings.

LOAC and Rules of Engagement

77.

78.

79.

Most of those interviewed said that they had received no training on the possible implications
of the law of armed conflict or New Zealand’s ROE on the work they were to carry out, either
directly from the GCSB or during their NZDF Minor (or Other) Missions Training Course.

All deployees were required to attend the NZDF course and the majority of those interviewed
were positive about the information and training they received. The GCSB held little information
about the content of this course but the NZDF was able to provide the Inquiry with relevant
material. For the Bureau deployees the training included a country/PRT Bamian briefing, fitness
testing, survival skills, mine awareness training, medical training and environmental health.
Students were tested on the training components they received. Of the nine interviewed, only
three said that they attended the session on LOAC/ROE training. This component was provided
as background on a voluntary basis.

One of those who had attended the LOAC level 1 training did not think it was sufficient for the
work he undertook in Afghanistan. The basic training explained the difference between a civilian
and combatant, and operational rules such as not shooting prisoners. In hindsight, after
completing level 3 LOAC training in another context, he thought that this level training should
have been provided to GCSB staff even though they were not involved in making targeting
decisions. It provided more information about how targeting decisions were made and what to
look out for in terms of national caveats. He made the point that the Afghanistan counter-
insurgent situation was complex and difficult in an environment where intelligence may be
supporting kinetic targeting.
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Another complexity in the Afghanistan environment related to the different ROEs for OEF and
ISAF countries. The rules around the scope of a country’s campaign, its objectives and
operational implementation differed between coalition forces.

Some staff, although they were not briefed by the Bureau about the differing ROE, were aware
ina general sense that there were differences between the OEF and ISAF ROE. One staff member
(who was working under ISAF) tried to ensure that he worked only to ISAF’s requirements even
though he was in a joint OEF and ISAF environment. This staff member was reliant on the OIC
(not an NZDF officer) proactively identifying work which would take the staff member into areas
of engagement not authorised by the New Zealand Government.

Some staff said that once they were in Afghanistan they became aware of some of the
differences including differences in targeting rules.3! Some staff said they knew that OEF had
different targeting rules from ISAF and this was a source of discussion with other members of
coalition forces. One interviewee said that many of the European personnel were aware of the
potential liability for human rights abuses or war crimes and so care was taken with the process

III

of providing potential “action on” intelligence to OEF.

Concerns expressed by deployees

83.

84,

One interviewee was not sure how the LOAC applied to a civilian in the context of providing
support for kinetic targeting processes. It was not clear to this person when a targeted military
action would become an extra-judicial killing if a civilian is providing critical support for military
decisions. This interviewee did not believe that the issues arising from deploying a civilian into
a military force had received adequate legal attention and analysis from the GCSB.3?

Another interviewee thought that specific training or discussion on the rules of engagement,
would have helped deployees understand the difference between OEF and ISAF, what the New
Zealand mission was and what they wanted to achieve. A couple of interviewees said that they
had not received a briefing on the differences between OEF and ISAF and what, if any, impact
this would have on targeting rules. The distinction between the two was clearer once they were
deployed.

Comment

85.

While staff did not make decisions about the use of lethal force or the necessity of capture, they
conveyed information that, at times, was an important component of the ultimate decision in
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In this context, these rules are a reference to the factors relevant to the proportionality analysis of and threshold for
taking kinetic action against a target.

NZDF explained, in feedback to IGIS on the draft Report, that the question of who qualifies as a “Direct Participant in
Hostilities” (DPH) is not a straightforward question. Direct participant in hostilities is not a consistently defined term
and it may be interpreted more narrowly or more broadly by different military commanders in different situations. The
NZDF guidelines (2017 LOAC Guideline Manual) indicate that individuals who do not make LOAC decisions are not
regarded as a DPH. However other views are more expansive and are not dependent on an individual’s decision-making
capacity and focus more on how far up the targeting chain an individual contributes. For example, providing location
intelligence for the purpose of tracking a target, voice identifications for strike purposes or providing intelligence to
justify nomination as a JPEL target might qualify an individual as a DPH.
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relation to those activities. In these circumstances, it is necessary and appropriate for civilians
to understand the military processes accompanying their work and its legal framework, together
with their responsibilities within it. Without this knowledge they are at a disadvantage in terms
of understanding and evaluating the processes they were part of. It is difficult to question
something that you do not adequately understand. The omission of adequate and consistent
New Zealand LOAC training and/or legal briefings constituted a significant gap in the preparation
of those deployed to Afghanistan, and those seconded to partner agencies in support of their
military efforts in Afghanistan.

In light of deployees’ statements that they did not know the difference between the ROE of OEF
and ISAF, that they had no clear legal and policy understanding of their roles and no guidance
about how to evaluate their contributions to kinetic targeting operations, | have to conclude
that they were vulnerable to being involved in complex foreign state activities which raised legal
risks.

Lack of human rights policies or procedures

87.

GCSB staff were thoroughly trained in the relevant NZSIDs governing collection and
dissemination. But they were not provided with any policies or procedures relating to the GCSB'’s
human rights obligations and the role of civilians within a military environment working to
support military operational objectives (in contrast to providing strategic intelligence). Indeed
we found no evidence that the GCSB had any human rights related policies or procedures in
place at the time.

Comment

88.

Given that most GCSB deployees were coping (in a combat zone) with many day to day stresses
and frustrations and might not have been able to access GCSB Wellington quickly or easily, it
was a significant oversight not to provide easily accessible reference material. Written material
would have provided an important back-up especially for those working for the first time in a
combat zone and without direct New Zealand support.

Contact with Wellington, but lack of “eyes on” supervision

89.

90.

91.

There was a general acknowledgement among interviewed deployees that they could contact
GCSB in Wellington if they needed advice or if there were issues affecting their welfare. Most of
the contact with GCSB Wellington concerned practical matters or related to the provision of
pastoral support.

Those deployed in Afghanistan had a practice of sending weekly reports to GCSB Wellington.
These reports contained a range of observations about general strategic matters and technical
issues. Some staff were also able to contact GCSB Wellington by email and telephone. Some
staff indicated that their reports were also intended to provide transparency about their work
so that Wellington was fully aware of what they were doing.

Some interviewees expressed an impression of being at a distance from GCSB Wellington and
in one case being “out of sight, out of mind”. It was apparent, however, from the interviews that
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the strength of connection back to GCSB Wellington improved over time as returning deployees
gave their feedback. There developed a pattern of regular, often weekly, telephone contact. |
also noted examples where if an issue was raised, it was dealt with as speedily as possible. Visits
were made by senior management from time to time. Sir Bruce Ferguson made several visits in
his capacity as Bureau Director,3® with the primary aim of talking with Bureau staff and ensuring
their wellbeing.

When asked what would they do if they had a question about the appropriateness of their
contribution, most thought they would have contacted a GCSB manager or the Senior Military
Advisor. There was some evidence that some staff on occasion raised personal concerns about
kinetic targeting.

Comment

93.

94,

Itis apparent that the GCSB placed considerable reliance on its choice of deployees — reasoning
that those selected would exercise good judgement and make an effective contribution if they
had the right values, temperament and professional expertise. At one level this worked. But
best practice requires more oversight and supervision.

For those seconded to partner agencies, they had the option of consulting a Liaison Officer
about any questions they had. However, in practice the main role for Liaison Officers in relation
to secondees was to provide pastoral and administrative support. They did not have day to day
insight into the work of secondees and even for performance reviews they had to rely on the
assessments of secondees’ team managers.

Contact with CIA by GCSB staff

95.

96.

97.

98.

The majority of staff interviewed had little awareness, at the time, that the CIA had a detention
programme which had given rise to overseas partner agencies having serious concern about
those detained by the CIA. It was expected in a combat zone that there would be prisons for
those captured but the GCSB staff had no interaction with people who worked in these prisons:
in their view, this aspect of the war was not a SIGINT issue.

All those interviewed said they had no operational contact with members of the CIA. Some staff
were aware that they were not invited to certain meetings involving the US Defense Intelligence
Agency, FBI and CIA. They did not know if there was or was not a CIA presence in their
workspace.

GCSB staff were not aware of any tasking coming directly from the CIA. They also did not know
if any of the work they contributed to was used by the CIA as they often had no knowledge of
who it was disseminated to or used by.

The secondees and liaison officers interviewed advised that they had no working relationship
with the CIA or access to their databases. They were aware that the CIA held things closely. The
liaison officers interviewed said that their only knowledge of the CIA programme came from
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He had also previously made four trips to Afghanistan in his role as Chief of Defence Force.
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public reports. One said that he had no sense that the work of the secondees was contributing
to the CIA efforts in Afghanistan or its programme.

NZSIS SUPPORT TO COALITION FORCES IN AFGHANISTAN

99. During the period covered by my Inquiry, the NZSIS had one officer in Afghanistan. The officer
was seconded to a partner agency (not the CIA) in 2008 with the intention of being deployed by
the partner agency to Afghanistan.

Authorisations
100. Approval for this arrangement was given by the Minister in Charge of the NZSIS.**

101. There were appropriate documents in place between the two agencies to support a
secondment. The officer remained an employee of the NZSIS but during the period of
secondment, the officer was bound by all instructions from and policies and legal requirements
relevant to the partner agency. The officer was also to maintain the confidentiality of
information acquired through the partner agency. Any deployment to an operational theatre
was to be agreed in writing in advance between the agencies and comply with the requirements
of the New Zealand Security Intelligence Service Act 1969.

102. While NZSIS could not locate the actual partner agency deployment agreement, we were able
to view part of the template form, which included guidance on human rights obligations.

Selection and duties

103. The seconded officer applied through a contestable process within the NZSIS for the
secondment. Once in Afghanistan, the officer was required by the partner agency to carry a
firearm.

104. The officer believed that the purpose of the secondment, from a New Zealand perspective, was
to learn new skills that could be brought back to New Zealand.

Communications with Wellington

105. While in Afghanistan, the NZSIS officer did not have direct communications with Wellington.
The need to do so only arose over administrative matters. The officer had no contact with NZDF
and only informal contact with GCSB staff members. There was one visit from the NZSIS Director
of Security which was purely pastoral in nature. The officer could have raised issues with the
NZSIS head office if there were any, but saw no need to do so.

Pre-deployment preparation

106. The officer was provided with four months of pre-deployment training with the partner agency
and was expected to pass all the courses involved. The courses included training on basic IT
network technology, how to write reports, 4WD handling, first aid, briefings with legal teams

34 NZSIS letters of 10 December 2007 and 10 April 2008 to the Minister in Charge of the NZSIS.
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and psychologists, training on LOAC, the legal context and basis for military engagement in
Afghanistan, the legal basis for carrying a firearm and two weeks training on how to use it. The
officer also underwent two psychological assessments. The officer viewed this training as
providing thorough preparation.

107. The officer received training in how to conduct an interview with detainees and on the human
rights and legal framework within which these interviews were to take place.

Comment

108. While | recognise the comprehensive pre-deployment training provided by the seconding
agency, as with GCSB deployees, this officer did not receive a briefing on a New Zealand
perspective on the LOAC and other human rights obligations. There was also no evidence that
the NZSIS had any human rights related policies or procedures in place at the time.

Contact with the CIA

109. Aside from one meeting about a non-Afghan matter, the officer had no contact with the CIA.
The officer could not recall hearing about the CIA’s mistreatment of detainees or having
discussed it at the time. The officer did not interview a CIA detainee.

CONCLUSION

110. Staff who support military action require a sound understanding of the particular factual and

legal contexts in which they work. They must be able to evaluate received intelligence for human
rights impacts, identify risks and questions, elevate concerns, and work in the knowledge and
with the comfort that they are operating within the law. My observation is that the agencies’
former and current staff who were deployed to roles in-theatre performed those roles to the
standards required, notwithstanding the gaps in their training, pre-deployment legal
preparation and a robust support framework. However, that is insufficient. Systematised
support and training is necessary. The agencies cannot rely predominantly on individual staff
experience and judgement. The statutory regime has since changed, the agencies have
improved the relevant support and training for staff, and both current Directors-General
acknowledge their responsibility to ensure compliance with New Zealand law.

Recommendations

111.

| have made recommendations later in this report concerning the support to all staff engaged
with the provision of support to military operations.
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See Director-Generals’ statement at paragraph 19, above.



V THE ROLE OF THE FORMER DIRECTORS IN RESPECT OF AFGHANISTAN

112.

113.

114.

115.

116.

| interviewed the former Directors of the GCSB and the NZSIS for the relevant period, 2001 to
2009.3¢ They cooperated fully with my Inquiry and have had the opportunity to comment on the
draft classified Report and on a draft of this public report.

The former Directors carried out their roles with professionalism and integrity. All of them
expressed their abhorrence of the use of torture in strong terms. They made significant
individual contributions at the time they were agency Directors, in terms of developing New
Zealand’s working partnerships with Five Eyes counterparts. There are distinctions too that can
properly be drawn between the positions of each of the former Directors and between the each
agency. Such distinctions can be found in the detail in the classified Report concerning the role
and activities of each agency at different points in the timeframe covered by this Inquiry. For
instance, there is a distinction in the number and nature of their staff deployments. The Service
only had one person deployed. Similarly, as the CIA’s programme wound down, the risks it posed
for partner countries was objectively reduced. To a degree this factor distinguishes the position
of the former Directors in the latter period covered by my Inquiry (from 2006). Mr Woods, in
response to a draft of this report, notes that he was the Director of Security at the critical period
(which he identifies as mid-2004 to the end of 2006) and notes that the NZSIS, not the GCSB, is
the main counterpart of the CIA. For those reasons, in his view, if there was a failure to make
the kind of assessment this report finds was necessary (which Mr Woods does not believe was
the case), that failure was his alone, not that of the Directors of GCSB or his successor as Director
of Security. Dr Tucker, for his part, disagrees that any such “failure” should be regarded as Mr
Woods’ alone.

Without seeking to detract from the Directors’ specific contributions or minimising their
individual responses to this Inquiry, | identify common themes that emerged from their
interviews about how the two agencies responded to the situation during this period.

The events of 9/11 had an unprecedented impact on the international security environment. |
acknowledge the difficulties and pressures for all New Zealand government agency heads,
particularly the former intelligence and security agency Directors, of operating in that context.
Inevitably it shaped their approach to their roles.

For those reasons among others, the responses of the former Directors during the period in
guestion cannot be assessed only with the benefit of hindsight. They did not break the law; nor
were they unconcerned about New Zealand’s human rights obligations. But they were not fully
alive to the range and extent of risks for their organisations and for the Government more
generally. Those risks were not limited to moral or ethical risks, but risks that their agencies
might become involved in unlawful activity. The fact that the legal risk did not crystallise does
not negate the responsibility to be alive to it, and to ensure organisational processes are in place
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to maintain a safe distance. Objectively assessed, the New Zealand agencies’ connections to the
CIA’s activities at the time required more of the former Directors as heads of State agencies,
albeit operating in extraordinary times.

The former Directors gave evidence to the Inquiry about when and how each of them became
aware of the CIA’s unlawful treatment of detainees, initially in the form of emerging allegations
and reports about detainee treatment. Each of them cited the US government’s public denial of
the allegations as a reason for not taking steps to investigate the validity of the allegations and
assess their relevance for the New Zealand agencies.

As | noted above, by mid-2004 reports in the public domain were in sufficient volume and had
sufficient credibility to ground an assessment that it was highly likely the CIA was committing
serious human rights breaches in relation to some detainees. There were many credible public
reports by this time which may not have been common knowledge among the New Zealand
public but which could and should have been known to those working in the New Zealand
intelligence and security agencies.?” The accounts of the inquiries triggered by the allegations in
other jurisdictions (eg the UK ISC in June 2003) and the volume and credibility of the reporting
from respected NGOs*® and from established and reputable newspapers,®® meant that the then
Directors ought to have made their own inquiries. | accept that it would not have been for them
alone to undertake the necessary rigorous and independent assessment of those reports, but
the initial responsibility to ask the relevant questions, notwithstanding the denials and
assurances of the US agencies and their government, sat with them. Had they done so, the New
Zealand Directors could have formed a preliminary view of the legal and ethical risks of the
alleged CIA conduct for the agencies they led and for New Zealand as a whole. This may well
have prompted them to report their conclusions to wider Government, including putting
appropriate Ministers on notice, so that informed decisions could be made about aspects of
New Zealand’s ongoing strategic engagement with US activities relating to Afghanistan. Those
things did not happen.

In response, both Mr Woods and Dr Tucker have emphasised that they were well aware of the
limits of their agencies’ activities and the calibre of their personnel; it was those things that
served to ensure that their agencies were ultimately not complicit in torture. As they put it
“[t]his was hardly a matter of luck.” As | have noted elsewhere in this report, to the extent | was
able to determine, both agencies were well-served by the experience and judgement of their
staff. Nor do | dispute that the former Directors were aware of the limits on their agencies’
activities. However | do not think those two factors entirely meet the specific obligation to be
fully aware of the activities of their closest partner agencies with whom their staff might be
engaging. | have found that in some circumstances staff were doing that without adequate
knowledge or preparation. | also note again the view of all of the former Directors that, if they
had made their own inquiries of their partner agencies, they would have jeopardised receipt of
intelligence relevant to New Zealand’s security.
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See Appendix B - Chronology.
Including Amnesty International, Human Rights Watch, and the International Committee of the Red Cross.
For example, The Washington Post, The New York Times and The Guardian.
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120. Sir Bruce Ferguson was appointed Director of the GCSB in November 2006. He emphasised to

121.

me the fact that the Senate Report of December 2014 noted that, by March 2006, the CIA
programme was operating in only one country and that the last recorded instance of a CIA
detainee being subjected to “enhanced interrogation techniques” occurred on 8 November
2007. In Sir Bruce’s submission to the Inquiry, those dates significantly affect his position and
the reasonableness of the steps he took to mitigate the risk of complicity arising from
intelligence sharing arrangements with the United States. | accept that, as a matter of fact, as
unlawful activity by the CIA diminished and then ceased there was necessarily a significant
reduction in the risk of the New Zealand agencies becoming involved in that unlawful conduct.
| do not think however that the end of the CIA programme negated the obligation as Director to
continue to be scanning for and assessing potential risks to the GCSB. My fundamental concern,
put simply, is that there was never any internal formal consideration given by the New Zealand
agencies to whether there was a live risk, and if so what that might require of them, or whether
any prior risk had thoroughly dissipated.

In hindsight, there were a number of inter-related reasons why the then Directors did not take
the steps the Inquiry now identifies as having been necessary.

Focus on re-establishing New Zealand'’s role in the Five Eyes

122.

All of the former Directors were very focused on strengthening the New Zealand agencies’
relationship with their United States counterparts. They saw this as vital to ensuring access to
US intelligence relevant to New Zealand’s security interests. Both agencies were anxious to be
seen as valuable, contributing members of the Five Eyes. | have no doubt that the Directors’
focus on restoring and building the intelligence relationship reflected the priorities of the New
Zealand Government at the time.

A technical conception of “NZ’s security interests”

123.

124.

125.

All the former Directors expressed a technical and narrow view of what was relevant to New
Zealand’s security interests. CIA activities were seen as relevant only if they directly affected
New Zealand’s security interests — for example, if the CIA and the NZSIS were carrying out a joint
operation or if the CIA provided intelligence to the NZSIS that was directly relevant to NZSIS's
operational functions. In my view, this did not adequately reflect the full nature of the
relationship and the shared objectives.

The former Directors emphasised what they believed was their entirely proper focus on their
specific statutory operational functions: stated as obtaining and disseminating intelligence and
collecting SIGINT. They noted that intelligence collection and receipt was not an end in itself,
but for the purpose of disseminating relevant intelligence to their New Zealand “customers”. All
of the former Directors also noted the risk of compromising intelligence flows of vital
importance to New Zealanders (and thus being unable to fulfill their primary statutory functions)
if they had challenged their US counterparts or ceased receipt of intelligence.

There can be no argument that the collection and dissemination of intelligence relevant to
security was the agencies’ raison d’etre, as was the statutory requirement to “evaluate” or
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“analyse” intelligence. But a focus on collection and dissemination functions should not have
precluded them from thinking about whether and how the burgeoning intelligence cooperation
met other New Zealand legal and ethical imperatives, and what that might mean for them as
the heads of the two government agencies most directly involved.

Reliance on personal relationships with counterparts

126.

127.

The Five Eyes relationships were personal as well as institutional. The former Directors relied to
a significant extent on the personal integrity of their counterparts in the CIA and NSA and the
relationships they developed with them, to assure themselves that the US agencies were acting
lawfully and appropriately.

During this period, as the Chronology shows, it became apparent that such personal
relationships provide insufficient guarantee of partner agency transparency and integrity.*°

Reluctance to ask questions of counterparts

128.

129.

It was apparent that there was an unspoken general rule that one did not ask direct questions
about the operations of Five Eyes counterparts, whether one-on-one, in bilateral meetings, or
in group discussions, and despite opportunities to do so.*! The former Directors did not agree
that they had an obligation, whether statutory or otherwise, to ask questions of their
counterparts when credible allegations about acts of torture by partner agencies came to light.
| discuss the obligations and standards relevant to the intelligence agency chief executives later
in this Report.

It is no doubt relevant that New Zealand was and is the smallest partner in the Five Eyes
intelligence alliance and, as the review of Intelligence and Security in a Free Society made clear,
New Zealand is a net beneficiary of intelligence under that alliance.*? It was implicit in
discussions with the former Directors, and explicit in their feedback on the draft Report, that
they felt constrained not to do anything which would have risked or reduced New Zealand’s role
as part of the alliance or to the flow of intelligence. As noted above, they saw other risks,
particularly the risk of compromising vital intelligence flows at a vital time, if they asked
guestions of their partner agencies, particularly in light of the official denial by the United States
that the CIA’s programme included torture or other unlawful mistreatment of detainees.*
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See the Chronology in Appendix B.

For example, multiple overseas visits to partner agencies and regular periodic conferences of Five Eyes agency heads
(including in Queenstown in 2002).

Cullen and Reddy, above n 15, at [3.43]: “For every intelligence report the NZSIS provides it receives 150 international
reports. Similarly, for every report the GCSB makes available to its partners, it receives access to 99 in return”.

The issue is not unique to New Zealand: See the UK ISC Report Detainee Mistreatment and Rendition 2001-2010, above
n 14, at 4, which talks of a “difficult balancing act” for the UK agencies in this regard. “... the agencies were the junior
partner with limited access or influence, and distinctly uncomfortable at the prospect of complaining to their host [in
Afghanistan]”. See also the ECHR judgments describing the roles played by Lithuania and Romania in CIA black sites and
rendition in their own countries “to avoid disturbing their relationship with the United States, a crucial partner and
ally”. Abu Zubaydah v Lithuania (Application no 46454/11) ECHR 31 May 2018, at [272], citing PACE Committee on Legal
Affairs and Human Rights, Report of investigation into CIA secret detention sites, Senator Dick Marty, 7 June 2006 at
[230].
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132.

30

As one of the former Directors said, it was not realistic to think that New Zealand could have
said “please explain” to the United States, the most powerful country in the world. Realistically
the response would have been that New Zealand would again have been cut out of the recently
resumed intelligence flow, at a time when it most needed it. The former Director noted that
asking questions about the allegations in these circumstances “would have put at risk the
statutory objective of receiving intelligence relevant to New Zealand’s security”.

Mr Woods also noted the importance of the longstanding ‘need-to-know’ principle: the sources
and methods used to acquire sensitive intelligence are strenuously protected. Dr Tucker
confirmed that view. Here, in the absence of a joint operation between a New Zealand
intelligence and security agency and the CIA, there was not a New Zealand ‘need to know’. Dr
Tucker’s view was that asking questions about the allegations in these circumstances would
have put at risk the statutory objective of receiving intelligence relevant to New Zealand’s
security.

At least one of the former Directors explicitly saw it as a situation where he was required to
carry out a risk assessment exercise: “what are the real risks [of continuing to cooperate and
share information with the CIA]? What are the costs and benefits of mitigating those risks?”
Theoretically that must be correct, but | take a different view from the former Directors as to
how factually proximate the New Zealand agencies were to the CIA’s activities and its
intelligence products. | have found, as detailed elsewhere in this report, that the New Zealand
agencies were sufficiently proximate to oblige the Directors to make a considered assessment
of what risks (legal, moral, reputational) those CIA activities involving torture posed for their
own agencies and the New Zealand Government. | agree that at that point it was for Ministers
to assess what the risk meant in practical terms for New Zealand’s relationship with the United
States but, as noted, the Directors did not themselves raise the issue with Ministers. And in fact,
none of the former Directors appear to have consciously undertaken such a risk assessment at
all.

Reliance on broad official assurances

133.

The former Directors relied on official assurances provided by US partner agencies at
conferences and made more broadly by the US Administration in public statements. They did so
even after it became evident that previous such assurances and statements about the CIA
programme had been incorrect or even intentionally misleading.

No monitoring of policies and actions of partner agencies

134.

Neither agency had any systematic process to regularly monitor, assess and evaluate their
partners’ policies and actions, in particular to check whether partner practices accorded with
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New Zealand’s legal obligations, and if not, what that would require of the New Zealand
agencies.*

Role of other government agencies

135.

136.

137.

The former Directors emphasised the related and concurrent responsibilities of other New
Zealand government agencies regarding, for example, international relations and the
application of IHL and articulation of the law as it applied to New Zealand government agencies.
Those other agencies had access to the same (emerging) public allegations about the CIA’s
unlawful treatment of detainees.

All the former Directors placed reliance on the fact that the Prime Minister and other New
Zealand government agencies such as MFAT were not asking questions or raising concerns
about the CIA activities during the relevant period,* with the suggestion that it was not
therefore for the Directors of the intelligence agencies to do so.

Sir Bruce Ferguson referred to Crown Law advice to NZDF, dated 2 November 2010 (after the
timeframe of this Inquiry).*® The advice sets out the key legal principles relating to complicity in
the law of torture and applies them to particular aspects of NZDF’s operations in Afghanistan.
The advice does not consider how the law applied to the operations of the intelligence agencies
in or in relation to Afghanistan. Sir Bruce’s view is that if he or the other former Directors had
sought advice from Crown Law at the time they would not have received any different advice.
The Inquiry has found no evidence that such advice was sought by either NZSIS or GCSB during
the relevant period. | agree that any Crown Law advice, had the question been asked, would
likely have identified the same high threshold for State or criminal liability for complicity. It
would also likely have said (as the advice to NZDF does) that there is “a moral (and arguably
legal) duty to take reasonable steps to ascertain that the human rights of persons detained in
partnered activities are respected”.*” The opinion also sets out the steps that should “in
practice” be taken to ensure non-complicity in the context where New Zealand involvement is
“less direct”, “less specific”.*® These align with my own conclusions with regard to best practice
approaches: seeking on-going and credible assurances; taking all due steps to gather
information about the practices of the partner agency; being aware that if circumstances
change, New Zealand cooperation should be restricted or withdrawn.
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The New Zealand agencies were subject to their own legislation, the Government Communications Security Bureau Act
2003 (GCSB Act) and the New Zealand Security Intelligence Service Act 1969 (NZSIS Act), but also to other legislation
including the New Zealand Bill of Rights Act 1990. The agencies’ legal obligations are discussed further in Appendix D
of this Report.

MFAT notes that when it was asked to provide advice in a particular context it did so. By way of example, we located a
2004 MFAT cable (which the GCSB received) in which MFAT considered the appropriate treatment of detainees if
handed over by the NZSAS to coalition forces in Afghanistan, including expectations that custody would be in
accordance with IHL and human rights.

The advice has subsequently been made public by the Inquiry into Operation Burnham (available at
<https://operationburnham.inquiry.govt.nz> Document entitled “03.02 Note to Minister 484 Detainee Arrangements
— Afghanistan”).

Note to Minister 484 Detainee Arrangements — Afghanistan at [39].

Note to Minister 484 Detainee Arrangements — Afghanistan at [42].
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The Inspector-General’s jurisdiction extends only to the NZSIS and the GCSB, but it is
undoubtedly correct that other government agencies had relevant roles and in retrospect there
could have been more coordinated consideration of the issues arising out of the New Zealand
military deployment that were posed for the government as a whole. | accept the point which |
think is implicit in the former Directors’ responses that it should not ultimately have been for
them to make decisions or take actions which would have jeopardised receipt of intelligence
relevant to New Zealand’s security. Those were decisions and actions properly to be taken by
Ministers. In my view that does not displace or diminish the responsibility of intelligence
community Directors to raise the issues with Ministers and other relevant public sector
agencies. While others had overlapping responsibilities and knowledge, the obligation to ensure
New Zealand’s compliance with domestic and international human rights obligations does not
sit only with those that have specialised expertise in those matters. All government agencies
must themselves have regard to those obligations in so far as they affect their activities. The
Directors of the intelligence and security agencies were uniquely positioned by virtue of their
roles and their relationships with their Five Eyes counterparts to ask factual questions and seek
more information, which might have informed Ministers’ decisions at a political level. Mr Woods
and Dr Tucker do not accept that, as the heads of apolitical agencies, they had such a role.

Reliance on agency staff

139.

All of the former Directors described their reliance on the experience, values and good
judgement of their individual staff members who were deployed or seconded to Afghanistan
and reliance on those staff to raise any concerns with them relevant to the treatment of
detainees by the CIA, or by the National Directorate of Security in Afghanistan. While, as | have
found, that reliance was well-placed in a professional and technical sense, the primary
responsibility to recognise and raise such significant issues must rest with the senior leaders of
the agencies.

Confidence in internal policy and training

140.

The former Directors all in different ways expressed confidence in the adequacy of their
agencies’ policies and training of staff to identify legal risks relating to human rights obligations,
and how they should be managed in day to day operational activities. Given my assessment of
those matters earlier in this report, | do not think their confidence was well-founded. At the very
least there should have been written policies applying the legal framework for civilians in an
armed conflict and in the context of agency staff deployments; clear written parameters on
involvement in or contribution to CIA interrogation; and a fully developed policy on how the
agencies might identify, and then manage and respond to, information that may have been
obtained through detainee mistreatment.

No re-evaluation of intelligence held by the agencies

141.

Even after confirmation that the CIA had obtained information by torture, the former Directors
did not re-evaluate the relevant CIA intelligence reports held on their files to assess their
provenance and what that meant for whether the reports could lawfully and properly be
retained and/or shared. A consequence of not doing this was that there was no consideration
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of the total extent of this information. Had that occurred it might, in turn, have prompted the
guestion of whether New Zealand’s role in the exchange of information with the CIA was in
accordance with New Zealand’s human rights obligations and/or moral obligations, or at least
needed some measure of explicit Ministerial approval.

Conclusions

142.

143.

144.

The volume and credibility of public reporting on CIA rendition and torture of detainees meant
that, in my view, the then Directors ought to have made their own inquiries and conducted a
rigorous and independent assessment of those reports, notwithstanding the denials and
assurances of the US agencies and the US government.

All chief executives, whether in core Public Service departments, in the wider State Sector, orin
private enterprise, have, in addition to their operational or business mandates, a fundamental
obligation to monitor, assess and protect their organisation from legal and other risk.*® Events
in respect of Al Qa’ida and Afghanistan raised an undoubtedly complex, unfamiliar, and evolving
operational context, but nevertheless more was required of the Directors to ensure their
agencies had a conscious and prudent approach to organisational risks of the kind at issue here.

| consider that it was then, and is today, for the Directors to be alert to where the most acute
risks might arise; to ask the direct and difficult questions of their relevant counterparts; to model
a responsibly sceptical and inquiring approach within their agencies to these inherently risky
cooperation activities; and to give clear direction to their staff about how they operate in this
environment. In my view, reliance by a Director on the ‘need to know’ principle, as justification
for the lack of inquiry into allegations of torture, is at odds with the position of a Director,
engaged in cooperation with close and trusted top-level counterparts in the Five Eyes
intelligence community. During the relevant period there should have been more focus on New
Zealand’s human rights obligations, in agency policies, training, and engagements (at all levels)
with Five Eyes counterparts.

Recommendations

145.

Later in this report | include recommendations which relate to the role of the Directors-General
of the agencies.
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See discussion in Appendix D of this Report.



VI SUMMARY OF NEW ZEALAND AGENCIES’ INFORMATION EXCHANGES WITH THE CIA
REGARDING DETAINEES

146.

147.

148.

The Inquiry attempted to locate any information exchanges between the New Zealand
intelligence and security agencies (predominantly the NZSIS as New Zealand’s HUMINT agency)
and the CIA, which related to CIA detainees. This was not a straightforward task. Some of the
historical document management systems were more accessible than others. The hierarchy of
paper files was extensive, with many potentially relevant files archived off-site.

We have located and reviewed many relevant documents. | cannot say with certainty that we
have located all relevant information, but | am confident that the large volume of material
reviewed during this Inquiry has been sufficient to form a sound basis for my conclusions on
matters of fact.

Of the historical materials reviewed, the following have been of particular interest to the
Inquiry:

° Intelligence reports on the CIA’s capture of key senior operatives, predominantly
from Al Qa’ida or Jemaah Islamiyah (some of whom were described as “high
value”);

° Intelligence reports from “US Liaison” providing information obtained through CIA

custodial interviews/debriefings/interrogations® of at least 16 of the 39
detainees whom the CIA subjected to torture;>!

° NZSIS’ communications with the CIA about detainees, including providing
guestions to be put to a detainee;

° Open source material/media reports held on file.

The nature of the intelligence reports and related documents regarding CIA detainees

149.

150.

We have reviewed hundreds of documents, including intelligence reports from the CIA received
and held on file (paper and electronic) by the NZSIS, and to a much lesser extent®?, by the GCSB.
The intelligence reports contain information obtained from CIA interrogation of detainees.>?

A large volume of documents, reports and requests were received by Five Eyes and other States’
intelligence and security agencies over the early years of the “war on terror”. “Trace requests”
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These terms are interchangeably used in the intelligence reports.

Senate Report, above n 4, at Appendix 2: CIA Detainees from 2002 — 2008, lists 119 CIA detainees, with the 39 detainees
known to have been subjected to the CIA’s Enhanced Interrogation Techniques identified in the Appendix. Discussed
further below.

The GCSB has advised us that at the date of this report it holds approximately two dozen reports.

The Senate Report, above n 4, addressed in considerable detail intelligence reports (including some report numbers)
that the CIA disseminated as a result of its interrogations of 32 of the 39 detainees (ie, the 39 subjected to enhanced
interrogation techniques). Notes summarising this dissemination include, for example: at 46, that while in CIA custody
“information provided by Abu Zubaydah resulted in 766 disseminated intelligence reports”; at 80 “The CIA
disseminated 109 intelligence reports from the CIA interrogations of Ramzi bin al-Shibh”; at 96 “The CIA disseminated
831 intelligence reports from the interrogations of KSM [Khalid Sheik Mohammed] over a period of 3.5 years”.
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came from the CIA and FBI, seeking checks for intelligence held about specific names, phone
numbers, IP addresses and travel movements. Due to the volume, the NZSIS advised US partners
that it would only be providing “a response for those individuals for whom we hold traces”.
There are also numerous CIA requests for “terrorist cell members and supporters” names and
aliases to be added to Watchlists and alerts on the CUSMOD?>* system, plus:

“if any of these individuals attempt to enter your country, please detain them for questioning
pursuant to your authorities and notify our service immediately”.

151. From the documents | have seen, and checks we made with the Service, it does not appear that
any person so named by the CIA attempted to enter New Zealand.

152. The NZSIS also established personal files (PF) for dozens of people suspected or known to be Al
Qa’ida or Jemaah Islamiyah operatives. The PF (as well as other files) included reports pre-
capture and reports from interrogations post-capture. For one CIA high value detainee alone,
for example, there are on file well over a very large number of post-capture intelligence
reports.>® The majority of relevant reports held on agencies’ files (predominantly on NZSIS files)
were generated during the period 2002 to 2004. Most identify the detainee from whom the
information was obtained, although a number refer only to “the detainee” or to “a senior Al-
Qa’ida operative and detainee”.

153. The majority of the intelligence reports commence with a disclaimer from US Liaison that the
information the detainee provided “may be meant to influence as well as inform. The detainee
may also have been intentionally withholding information and employing counter-interrogation
techniques”.

154. None of the reports confirm the country in which the CIA is holding the detainee (and it is not
possible to identify this with any certainty from the multiple countries listed as the origins of
the reports).

155. The recipients for the reports vary. Some were directed only to the NZSIS, most were sent to
Five Eyes partners, others also went to agencies in South East Asia and/or the Middle East.

Intelligence reports and related documents about CIA detainees subjected to torture

156. | have had particular regard to the information the agencies hold which relates to CIA detainees
(mostly senior Al Qa’ida or Jemaah Islamiyah operatives), who the CIA subjected to
combinations of “Enhanced Interrogation Techniques”. The Senate Report identified 39 such
CIA detainees. There are multiple documents and reports on file about the operatives’
movements up until capture, as well as intelligence reports consisting of the information
obtained through interrogations. While | cannot be sure that we have located all such
documents, | note that in particular the New Zealand agencies held multiple intelligence reports
from interrogations of 16 of the 39 detainees subject to torture.

54 CUSMOD is a border management database used by New Zealand Customs Service.
55 Riduan Bin Isamuddin (aka Hambali); listed at 73 in the Senate Report, above n 4, at Appendix 2: CIA Detainees from
2002 - 2008.
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There is nothing on the face of the intelligence reports that would alert the recipient agency to
the fact that the detainee was subjected to torture to obtain the information contained in the
report. Nor are there any indications in the reports that the CIA had engaged in extraordinary
rendition, with these 39 detainees often moved around to several CIA black sites before
appearing in detention at Guantanamo Bay, mostly around September 2006. For the New
Zealand intelligence and security agencies, the detainees’ whereabouts prior to Guantanamo
Bay were unknown.

Reports considered to be relevant to New Zealand interests were issued by the NZSIS as ZI or
SIR reports. The usual distribution of such reports was to the heads of the Ministry of Defence;
External Assessments Bureau (EAB);*® MFAT; GCSB; Directorate of Defence Intelligence and
Security (DDIS); Intelligence Coordinator (IC); NZ Police and NZ Customs.

From the many documents we reviewed which relate specifically to the 39 high value CIA
detainees subjected to torture, | note the following.

Abu Zubaydah®’

160.

161.

162.

Abu Zubaydah was captured in March 2002. As at 6 May 2019, he was still detained at
Guantanamo Bay.*® It is now public knowledge that following his capture he was water-boarded
83 times as part of his interrogations.>® Intelligence reports of his interrogations are on file from
April 2002 and the early reports note that Abu Zubaydah was still under medication and
recovering from bullet wounds suffered at capture.

In October 2002 the Director of Security wrote to five other New Zealand government agencies,
providing intelligence obtained from the interrogations of Abu Zubaydah.

In November and December 2002, there was further correspondence between the CIA and the
NZSIS about Abu Zubaydah.

Ramzi bin al-Shibh®°

163.

164.

Ramzi bin al-Shibh was captured in September 2002. As at 6 May 2019, he remains detained at
Guantanamo Bay.

The NZSIS had some correspondence with the CIA in September 2002 relating to Ramazi bin al-
Shibh. No reply from the CIA has been located.
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Now called the National Assessments Bureau (NAB) within DPMC.

No. 1 on the list, Senate Report, above n 4, at IX. Appendix 2: CIA Detainees from 2002 — 2008.

The Senate Report, above n 4, notes, at page 410, that the CIA conceded in 2006 that Abu Zubaydah “was not a member
of Al Qaeda”. From 24 January 2018, he was delisted by the UN Security Council from the ISIL and Al Qa’ida Sanctions
List (on the recommendation of the UN Ombudsperson to the ISIL and Al Qa’ida Sanctions Committee (Case 78)).

An article in Time Magazine by the Counsel for Abu Zubaydah, Joseph Margulies, dated 14 March 2018 states the
majority of Abu Zubaydah’s waterboarding occurred during a three week period in August 2002, and that his torture
has resulted in permanent physical and psychological damage. 7

No. 41 on the list, Senate Report, above n 4, at IX. Appendix 2: CIA Detainees from 2002 — 2008.
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Khalid Sheikh Mohammed®*

165.

166.

167.

168.

Khalid Sheikh Mohammed was captured in March 2003. As at 6 May 2019, he remains detained
at Guantanamo Bay. It is now public knowledge that commencing shortly after his capture, he
was water-boarded 183 times as part of the CIA interrogation.®? We located some a considerable
number of intelligence reports from his interrogations on file, sometimes with several reports
from the same date.

In May 2003 the NZSIS received a CIA intelligence report from the interrogation of an unnamed
“senior Al-Qa’ida detainee”. At the time Service staff had annotated the report “almost certainly
Khalid Sheik Mohammed”. The Director of Security has initialled the report, noting on it “seen
by the Prime Minister”.®3

In late May 2003 the NZSIS distributed this intelligence, in a report issued to various other New
Zealand government agencies.

In June and July 2003, there was some correspondence between the CIA and the NZSIS about
this detainee. The Service provided questions for the CIA to put to the detainee and received an
intelligence report in response.

Mohd Farik bin Amin (aka Abu Zubair)®

169.

170.

171.

Mohd Farik bin Amin was captured in June 2003. As at 6 May 2019, he remains detained at
Guantanamo Bay. Intelligence reports provided to the NZSIS in June, July and August 2003
related to this individual.

NZSIS circulated the information from those reports in a report to New Zealand agencies.

A CIA intelligence report in August 2003 then provided information from further interrogations
of Amin. The NZSIS again circulated this information in a report distributed to the same pool as
the earlier report.

Bashir bin Lap (aka Lillie)®

172.

Bashir bin Lap (aka Lillie) was captured in August 2003. As at 6 May 2019, he remains detained
at Guantanamo Bay. We located on file some a considerable number post-capture intelligence
reports from the CIA interrogation of this detainee. As with the other detainees discussed in this
Part, confirmed in the Senate Report, but not apparent on the face of the reports, the
interrogation of this man involved torture. The NZSIS distributed the intelligence from Lillie’s
interrogation to other New Zealand agencies. We did not locate any records of the New Zealand
agencies responding to and seeking further information following these reports.

61
62
63

64
65

No.45 on the list, Senate Report, above n 4, at IX. Appendix 2: CIA Detainees from 2002 — 2008.

See the Chronology in Appendix B; Senate Report, above at n. 4, at Il, page 85.

It is not known whether the Prime Minister saw the report before or after the annotation was made, or whether this
information may have been provided to the Prime Minister as a verbal update.

No. 62 on the list, Senate Report, above n 4, at IX. Appendix 2: CIA Detainees from 2002 — 2008.

No. 72 on the list, Senate Report, above n 4, at IX. Appendix 2: CIA Detainees from 2002 — 2008.
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Riduan bin Isamuddin (aka Hambali)®®

173.

174.

175.

Riduan Isamuddin (aka Hambali) was captured in August 2003. As at 6 May 2019, he remains
detained at Guantanamo Bay. The NZSIS holds on file a very large number of post-capture
intelligence reports from the CIA interrogation of this detainee.

Hambali’s PF contains a document “Daily Open Source Reporting from the US Department of
Transportation 27 October 2003” which has an Associated Press (AP) report that Hambali “has
been interrogated by US agents at an undisclosed location” since his capture. A partner agency
Daily Report from 23 January 2004 corroborates the claim that Hambali is being detained by the
CIA.®Y

Many of the intelligence reports from Hambali’s interrogation by the CIA over the period 2002
to 2004 were judged to be relevant for issue as ZI reports, distributed to other New Zealand
agencies.

Intelligence regarding detainees: Writs of habeas corpus

176.

177.

178.

179.

A further occasion for information exchanges between the Service and the CIA arose in the
context of Guantanamo Bay detainees’ habeas corpus cases in the US.

In 2008 the US Government found itself in the position of providing responses to a number of
habeas corpus cases brought by detainees held at Guantanamo Bay.

The Service prepared itself “to service any requests” on a case by case basis. A draft reply to the
CIA, found in the file, noted “an obligation to ensure that any information shared or used over
which we are consulted is accurate, reliable and up-to-date”.

The documents reviewed did not show what if any legal analysis was undertaken by the NZSIS
in 2008 in relation to the use of Service intelligence, including the possibility it might have
assisted with indefinite detention of individuals. | did not locate any specific information
requests from the CIA nor any responses provided by 